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Modern societies rely deeply on a set of critical
infrastructures related to the energy, transportation,
communication and water sectors. The overall social
welfare

in many respects, ranging from economic
efficiency to social security is deeply enhanced in the
proper operation and functioning of those infrastructures.

Electric Energy Systems (EES) are particularly critical
since they represent the backbone of modern societies and
most of the other infrastructures depend on them for their
operations. A failure in EES may extend to other systems
provoking huge social impacts.

Different events and actions may threaten the operation
of EES, ranging from natural events (lightning, floods,
earthquakes), to accidental malfunctioning of devices, to
malicious attacks implemented by terrorist organizations
or organized crime, among which the malicious threats
especially deserve special consideration in recent years.

EES faced in the last two decades and are presently
facing deep changes, from one side, with the introduction
of competitive electricity markets as opposed to the
traditional vertically-integrated utility scheme, and
from the other side, with the shift of the paradigms from
centralized generation and passive distribution systems
and consumers to distributed generation and active
distribution systems and prosumers.

Inthis new context new challenges to the secure operation
of EES emerge and new strategies and tools need to be
devised to define acceptable level of vulnerability.

The round table, with the participation of key-
representatives of wvarious Institutions, bodies and
companies will provide an overall scheme of the present
situation at the European level and will pinpoint the
critical issues and discuss the best ways to address the
security issues of EES.

SESAME project, considering the emerging challenges,
is aimed at designing proper tools for assessing, within the
EES of Europe, the security levels of the power transmission
grid and supporting the decision making of intervention
to reduce its vulnerability based on a cost/benefit analysis.

The design of appropriate regulation strategies is a key
to assure a proper level of security to EES in a competitive
context and will represent the second core activity in the

project.
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